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Monday, June 24
9:00 - 9:30

Opening Session

Room: Meloneras
9:30 - 10:30

Keynote: Gamify your Learning and Training Activities

By: Alexander Adli, Megastar, Tokyo, Japan
Room: Meloneras

10:30 - 11:00

Coffee Break

11:00 - 12:30

M1: Cognitive Radio Networks and Channel Measurement
Room: Maspalomas 1
Chair: Layth Sliman(EFREParis, France)

Asynchronous Dual Radio Opportunistic Beacon Network Protocol for Wildlife Monitoring
System

Eyuel Debebe Ayele(University of Twente, The Netherlands & University of Dresden, Germany);
Nirvana Meratnia and Paul Havinga (University of Twente, The Netherlands)

Competitive Market for Joint Access and Backhaul Resource Allocation in Satellite -Drone
Networks

Ye Hu (Virginia tech, USA);Mingzhe Chen (Beijing University of Posts and Telecommunications,
P.R. China)Walid Saad (Virginia Tech, USA)

Assessment Technologies of Communication Quality in MANET Networks

Evgeny Sagatovand Andrei M. Sukhov (Samara National Research University & Internet TV ltd.,
Russia)

N1: Next generation systems & Service -oriented techniques
Room: Maspalomas 2

Chair: Engin Zeydan (CTTC, %in)

Handover as a Service
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Evelina Penchevalvaylo Atanasoy, lvaylo Asenovand Vencislav Trifonov (Technical University
of Sofia, Bulgaria)

Mobile Edge Assistance Information for Radio Access Network Optimization
Evelina Penchevalvaylo Atanasovand Vladislav Vladislavov(Technical University of Sofia,
Bulgaria)

loT Effective learning
Rodion Yakoubovsky (Russian Federation, Moscow, FSUE NIIR, Russia)

Influence of Internet Protocols and CDN on Web Browsing
Bertrand Mathieu and Antoine Saverimoutou (Orange Labs, France)Sandrine Vaton (IMT
Atlantique, France)

S1: Surveillance and monitoring. Intrusion detection, monitoring techniques

Room: Meloneras

Chair: Charles Perez (Paris School of Business, France)

Detecting intrusive and abnormal behaviour  of people in a building through data analysis
and anomaly detection in home automation systems
Thomas Mundt, Simeon Wiedenmann, Johannes Goltz Johann Bauerand Maximilian Jung
(University of Rostock, Germany)

Cybersecurity in Protection of Soft Targets
Dora Lapkova David Malanik, Lukas Kralikand Lukas Kotek(Tomas Bata University in Zlin,
Czech Republic)

An intrusion detection and response scheme for CP -ABE-encrypted | oT networks
Younes Laaboudij Alexis Olivereauand Nouha Qualha (CEA, LIST, France)

Events and Objects Interaction Recognition Using Aerial Videos
Fatimah Alshomrani (Arizona State University, USA)

12:30 - 14:00

Lunch

14:00 - 15:30

BSC1: BSC Workshop Session 1
Room: Maspalomas 1

Chair: Elyes Ben Hamida (BdBound, France)

Introducing Innovative Bare Metal Crypto Terminal For Blockchains An d BigBang
Paradigm
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Pascal Urien(Télécom ParisTech, France)

An Attribute -Based Access Control using chaincode in RFID systems
Santiago Figueroa Lorenzq Javier Afiorgaand Saioa Arrizabalaga(Ceit & Universidad de
Navarra, Tecnun, Spain)ifigo Irigoyen and Mario Monterde (Ceit-IK4, Spain)

A New Network Model for Cyber Threat Intelligence Sharing Using Blockchain Technology
Christina Thorpe, Daire Homan and lan Shiel (Techndogical University Dublin, Ireland)

N2: Interactive media, Context/Content aware Services
Room: Maspalomas 2
Chair: Antoine Saverimoutou (Orange, France)

Evaluation of FTTx Access Network Migration for IPTV Services
Yekta Turk(Ericsson, Turkey)Engin Zeydan (CTTC, Spain)

Permissioned Blockchain -Based System for Verifica tion of Academic Records
Ahmed Badr, Laura Rafferty Qusay Mahmoud, Patrick C. K. Hungand Khalid Elgazzar
(University of Ontario Institute of Technology, Canada)

A Detection and Defense Approach for Content Privacy in Named Data Network
Ertugrul Dogruluk, Antonio D. Costa and Joaquim H Macedo (University of Minho, Portugal)

S2: Security and usability; Security in distributed systems
Room: Meloneras
Chair: Thomas Mundt (University of Rostock, Germany)
An Xception Convolutional Neural Network For Malware Classification Wi th Transfer

Learning
Lo Wai Weng, Xu Yangand Yapeng Wang (Macao Polytechnic Institute, Macao)

Horizontal Attacks Using K -means: Comparison with Traditional Analysis Methods
levgen Kabin, Marcin Aftowicz, Yauhen Varabej Dan Klann Zoya Dykaand Peter Langendoerfer
(IHP Microelectronics, Germany)

Balancing Security Guarantees vs QoS Provisioning in Combined Fog -to-cloud systems
Sarang Kahvazadehand Xavier Masip-Bruin (UPC & Advanced Network Architectures Lab
(CRAAX), Spain)Rodrigo Diaz Rodriguez (Atos, Spain);Eva Marin Tordera, Alejandro Jurnet,
Jordi Garcia(CRAAX, Spain)Anna Juan(Atos, Spain);Ester Simo(UPC & Advanced Network
Architectures Lab (CRAAX), Spain)

15:30 - 16:00

Coffe e Break
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16:00 - 18:00

BSC2: BSC Workshop Session 2
Room: Maspalomas 1
Chair: Emilio Jesus Gallego Arias (CRI, MINES ParisTech & BART, France)
Kriptosare.gen, a dockerized Bitcoin testbed: analysis of server performance
Francesco Zola(Vicomtech, Spain);Cristina PérezSola (Universitat Rovira i Virgili, Spain);Jon

Egafiaand Maria Eqguimendia (Vicomtech, Spain);Jordi Herrera- Joancomarti (Autonomous
University of Barcelona, Spain)

Collateral Use of Deployment Code for Smart Contracts in Ethereum
Monika di Angelo and Gernot Salzer(Technische Universitat Wien, Austria)

Porthos: Macroprogramming Blockchain Syste ms
Adrian Mizzi, Gordon Paceand Joshua Ellul(University of Malta, Malta)

CID: Workshop Session
Room: Maspalomas 2
Chair: Farkhund Igbal (Zayed University, UAE)
Forensic Analysis of Wearable Devices: Fitbit, Garmin and HETP wat ches
Aine MacDermott and Stephen Lea(Liverpool John Moores Universty, United Kingdom);

Farkhund Igbal (Zayed University, UAE)lbrahim Idowu (Liverpool John Moores University,
United Kingdom); Babar Shah(Zayed University, UAE)

Privacy -preserving Social Media Forensic Analysis for Preventive Po licing of Online
Activities
Syed Nagvi (Birmingham City University, United Kingdom (Great Britain))

Cyber Investigation of SCADA Modbus Activities
Claude Fachkha(University of Dubai, United Arab Emirates)

Real-time Detection of Cyberbullying in Arabic Twitter Streams
Djedjiga Mouheb, Masa Abushamleh Maya Abushamleh and Zaher Al Aghbari and Ibrahim
Kamel (University of Sharjah, United Arab Emirates);

S3: Security engineering: Methodologies, formalism, modeling, tools
Room: Meloneras
Chair: Layth Sliman(EFREParis, France)

A Bio-inspired Framework to Mitigate DoS Attacks in Software Defined Networking

Heena Rathoreand Abhay Samant(Hiller Measurements, USA)Mohsen Guizani (University of
Idaho, USA)
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PriDe: A Quantitative Measure of Privacy -Loss in Interactive Querying Settings
Muhammad Imran Khan (University College Cork, Cork, Irednd)

Analysis of network threats based on data from server  -traps
Evgeny Sagatoy Danila Andreevich Shkirdovand Andrei M. Sukhov (Samara National Research
University & Internet TV Itd., Russia)
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Tuesday, June 25

9:00 - 10:30

BSC3 BSC Workshop Session 3
Room: Maspalomas 1
Chair: Elyes Ben Hamida (BéBound, France)
Evaluating Spread of 'Gasless Send' in Ethereum Smart Contracts

David Prechtel, Tobias GroRand Tilo Miiller (Friedrich-Alexander University Elangen-
Nuremberg, Germany)

Survey of Formal Verification Methods for Smart Contracts on Blockchain
Yvonne Murray (University of Agder, Norway); David Anisi (ABB, Norway)

Towards Principled Compilation of Ethereum Smart Contracts (SoK)
Emilio Jesus Gallego AriagCRI, MINES ParisTech & BART, France)

S4: Security and Usability
Room: Meloneras
Chair: Heena Rathore (Hiller Measurements, USA)
Improving strong mobile authentication with structural diversity and user -friendliness

Samy Kambou(Imt Atlantique, France); Ahmed Bouabdallah (Institut Mines Telecom / IMT
Atlantique & IRISA, France)

Taxonomy and Adversarial Strategies of Random Subdomain Attacks
Harm Griffioen and Christian Doerr (Delft University of Technology, The Netherlands)

Managing the Secure Software Development
Radek Fujdiakand Petr Mlynek (Brno University of Technology, Czech Republic)Pavel Mrnustik
(Trust Port, Czech Republic)Maros Barabas Petr Blazek Filip Borcik and Jiri Misurec (Brno
University of Technology, Czech Republic)

WSN-1oT: WSN-IoT Workshop
Room: Maspalomas 2
Chair: Abed Ellatif Samhat (Lebanese University, Lebanon)
An Internet of Things (IoT) -based Coverage Monitoring for Mission Critical Regions

Shagufta Henna (Telecommunications Software and Systems Group (TSSG), Waterford Institute
of Technology, Ireland)
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An |oT -BlockChain Architecture Based on Hyperledger Framework For Healthcare

Monito ring Application
Oumaima Attia (National School of Computer Science, Tunisia)ines Khoufi and Anis Laouiti
(TELECOM SudParis, Franc&edric Adjih (INRIA, France)

Performances Analysis of LoRa Technology in Wireless Sensor Networks

Dragos loan Sacaleanulrina Petra Manciu and Lucian Andrei Perisoara(University Politehnica
of Bucharest, Romania)

10:30 - 11:00

Coffee Break

11:00 - 12:30

Invited Papers
Room: Maspalomas 2

Chair: Karina Sokolova (Paris School of Business, France)

Big Data technology in Healthcare: A Survey
Bharat Rawal PennsylvaniaState University, USA)

A Fistful of Votes: Understanding the Voting  System in Social Question and
Answer Websites

Jun Zhang, Houda Labiod(Telecom Paristech, France)Weizhi Meng (Technical
University of Denmark, Denmark)

Security Interoperability for Cooperative ITS: Architecture and Validation
Mounira MSAHLI, and Houda Labiod (Télécom ParisTech France)

Urban Sensing: Towards Security Efficient Sensing Network Scheme

Salam Khaniji, Mohamad Badraand Omar Alfandi (Zayed University, UAE)Rouba
Borghol (RIT Dubai, UAE)

S5: Surveillance, Monitoring and Intrusion detection
Room: Meloneras
Chair: Evgeny Sagatov (Samara National Research University, Russia)
A Novel Online Incremental Learning Intrusion Prevention System
Christos Constartinides (School of Pure and Applied Sciences, Open University of Cyprus,

United Kingdom (Great Britain)); Stavros ShiaelesBogdan Ghita (University of Plymouth, United
Kingdom (Great Britain)); Nicholas Kolokotronis (University of Peloponnese, Greece)

Monitoring Leaked Confidential Data
Slim Trabelsi(SAP, France)
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Combating Ransomware Using Content Analysis and Complex File Events
Michael May and Etamar Laron(Kinneret Asparna Research Center, Israel)

Developing Battery of Vulnerability Tests for Industrial Control Systems
Radek Fujdiak Petr Blazekand Jiri Misurec (Brno University of Technology, Czech Republic)

SecHard: Session 1

Room: Maspalomas 1

Chair: Nicolas Sklavos niversity of Patras, Greece)
Compact sub -Vt Optical Sensor for the Detection of Fault Injection in Hardware
Security Applications

David Zooker Zabib, Alexander Fish, Osnat Keren, Yoav WeizmafBarllan
University, Israel)

Evaluating CoAP end to end Securi ty for Constrained Wireless Sensor Networks
Apostolos P. Fournaris (ndustrial Systems Institute R. C. ATHENA, Greecepilios
Giannoulis (Ghent University - IMEC, Ghent, Belgium)Christos Koulamas(Industrial
Systems Institute R. C. ATHENA, Greece)

On the complexity of attacking Commercial Authentication Products
levgen Kabin, Zoya Dyka, Dan Klann, Peter LangendoerfeflHP & Leibniz-Inst i t ut f ¢ r
innovative Mikroelektronik, Germany)

Automated Revealing of Organizational Assets based on Event Correlation
Elena Doynikova, Andrey Fedorchenko, Igor Kotenko(St. Petersburg Institute for
Informatics and Automation of the Russian Academy of Scences, Russia)

12:30 - 14:00

Lunch

14:00 - 15:00

Keynote 2: Low Power Wide Area Networks: current alternatives and future
directions

By: Lorenzo Vangelista, University of Padova, Italy
Room: Meloneras

15:00 - 15:30

Coffee Break

10


https://edas.info/showPerson.php?p=1647386&c=25519
https://edas.info/showPerson.php?p=1647388&c=25519
https://edas.info/showPerson.php?p=1095777&c=25519
https://edas.info/showPerson.php?p=1521374&c=25519
https://edas.info/showPerson.php?p=342993&c=25519

15:30 - 17:30

M2: 4G and 5G networks, LTE and LTE-A
Room: Maspalomas 2
Chair: Houda Labiod (Telecom Paristech, France)
On the Reliability of Wireless Virtual Reality at Terahertz (THz) Frequencies

Christina Chaccour(Virginia Polytechnic Institute and State University, USA)Ramy Amer (Trinity
College Dublin, Ireland); Bo Zhou and Walid Saad (Virginia Tech, USA)

Hybrid Energy -Efficient Protocol in Delay Tolerant N  etworks for 10T Systems
Amr Elsaadanyand Mohamed Abdelkarim AboulHa ssan Mohamed (Pharos University Egypt)

Wave Performance Analysis and Enhancement for Safety Applications in Vehicular

Networks
Fadlallah Chbiband Lyes Khoukhi(University of Technology of Troyes, France)Walid Fahs(IUL
University, Lebanon);Rida Khatoun (Telecom ParisTech, Francelamal Haydar (IUL, Lebanon)

S6: Cryptography, Privacy, Security and Usability

Room: Meloneras

Chair: Radek Fujdiak (Brno University of Technology, Czech Republic)
Risk Analysis on C-ITS pseudonymity aspects

Farah Haidar(Telecom Paristech, France)Arnaud Kaiser (Institute of Recherche Technologique
SystemX, France)Brigitte Lonc (Renault, France)Pascal Urien(Télécom ParisTech, France)

Secure Data Sharing with Fast Access Revocation through Untrusted Clouds
Han Qiu (Telecom-Paristech, France)Katarzyna Kapusta(Telecom ParisTech, FrancefGerard
Memmi (Telecom-ParisTech)

Color Medical Image Encryption Using 3D Cha otic Cat Map and NCA
Un Sook Choi(Tongmyong University, Korea);Sung Jin Choand Sung Won Kang (Pukyong
National University, Korea)

Trajectory Anonymization: Balancing Usefulness about Position Information and
Timestamp
Tomoki Chiba and Yuichi Sei(The University of Electrc Communications, Japan);Yasuyuki
Tahara(UEC, Japan)Akihiko Ohsuga (The University of Electro Communications, Japan)

SecHard: Session 2
Room: Maspalomas 1

Chair: Nicolas Sklavos (University of Patras, Greece)

FPGA Implementation of pAsynch Design Paradigm

11
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https://edas.info/showPerson.php?p=320610&c=25519
https://edas.info/showPerson.php?p=320610&c=25519
https://edas.info/showPerson.php?p=928751&c=25519

Yehuda Rudin, Itamar Levi, Alexander Fish, Osnat KerefBarllan University, Israel)

Design and Verification Methodology for Secure and Distributed Cyber  -Physical
Systems
Dmitry Levshun, Andrey Chechulin, Igor Kotenkoand Yannick Chevalier(St.
Petersburg National Research University of Information Technologies, Mechanics
and Optics (ITMO University), Russia)

Authentication Layer for IEC 61113 -3 Applications
Aydin Homay (Faculty of Computer Science TU Dresden, GermanyChristos
Chrysoulas(London South Bank University London, United Kingdom);Mario de
Sousa(University of Porto, Portugal)

Post-quant um Signature Schemes for Efficient Hardware Implementation
Dmitriy N. Moldovyan and Alexandr A. Moldovyan (St. Petersburg Institute for
Informatics and Automation of Russian Academy of Sciences (SPIIRAS), Russia);
Nicolas Sklavos(University of Patras, Grece)

19:00 - 23:00

Banquet
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Wednesday, June 26

9:00 - 12:00

Tutorial: How hackers break into systems and making attacks harder by design

Room: Meloneras
By: Tatu Ylonen, Inventor of SSH
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KEYNOTES & TUTORIALS

Tutorial

{ ll!
TUTORIAL DATE: 26 JUNE 2019 ‘ :,g

Title: How hackers break into systems and making attacks -

harder by design
by by Tatu Yl6nen / Inventor of SSH

Abstract: The presentation exploreBow hackers actually break into systems and enterprisiés.
highlights the phases of a cybattack, the cyber kilthain, internetwide attacks, and governmetgvel
threats. An overview is given of typical vulnerabilities and possible backdoors dwhes, firmware,
operating systems, and application§he talk then explores ways to prevent these attacks, particularly
how to design systems to be more resilient against attacks.

Bio: Tatu YIénen invented SSH (Secure Shell), which is now the de faudarst for managing network
routers, cloud servers, and many other devices worldwideships standard with every Linux and Mac
computer, and is included in countless network devidds. has worked over 20 years in cybersecurity,
most recently around ke management for the SSH protocdile is also involved in building security,
robustness, and common sense into artificial intelligence.
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Keynotes

KEYNOTE DATERJNE 2019

Title: Gamify your Learning and Training Activities
by Alexander Adli, Megastar, Tokyo, Japan

Abstract:Society spends three milliards hours a week playing computer games; about 5 million
individualsplay over 45 hours a week. Games motivate people and give them joy. On the other side, we
have an educational crisisnore and more people from different ages and profiles are losing interest in
learning. Gamification is seen as potential strong concesipport learning.

Furthermore, Gamification has proved much interest for business. Games are being seen as having an
increasingly added value, as they are seen as a stimulating means for making many types of activities to
be more productive and engagin@his has been gearagh today by the possibily to play nearly
everywhere through the use of mobile devices.

The keynote will lay light on innovative concepts intaglate uncommon places for the educational
field as well as new instruments and innovatiyamification platforms.

During the keynote, we will have a game session using your own mobile devices.

Bio: Alexander Adli, Megastar, Tokyo, Japan :

Ph.D. in computer science and Engineering, Multimedia Technology, from the University of the Ryukyus
in Japan. Alexander is an expert in Ultra High Resolution Image Visualization. This includes full dome
projection and planetarium theaters. His professional carrier in the Japanese leading Company Ohira
Tech Tokyo (one of the world few companies producinig@netarium and professional projectors),
covers full visualization solution design, integration, and installations. He led and/or has been involved in
a number of full dome theaters projects for Science Cities, Universities and Museums worldwide.
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KEYNOE DATE:R2JUNE 2019

Title:Low Power Wide Area Networks: current
alternatives and future directions

by Lorenzo Vangelista

Department of Information Engineering

University of Padova, Italy

Abstract:The topic of Low Power Wide Area Networks (LPWA) is timely as we see the emergence of
technologies like L:&a, SigFox, Ingenu and others gaining more and more momentum and market
acceptance all over the world. Theszhnologies differs from the communication technologies usually
employed in the Internet of Things space since their architecture is no longer based on short distance
communications and mesh topologies but instead on long distance (up to 15 km) tedesolgry low
bit-rate, architecturally similar to the cellular technologies but operating in unlicensed spectrum.

More in detail, the tutorial will present:

M0 GKS SYSNBSyOe 2F GKS [t2!b LINFYFRAIY Ay O2y (NI a
2)the common architecture of the LPWAN networks

3) a review of the most prominent LPWAN technologies

4) the LoRaWAN architecture

5) the MAC protocol and system architecture, known as LoRaWAN, defined byRzeAltiance

6) the LoRaWAN ba@nd, includinghe security aspects, roaming, key generations, etc.

Bio:l] 2NByT 2 xFy3aStAaaidl 6L999 {aQnuiO 6l a& 02Ny Ay .|
Laurea degree from University of Padova, Padova, Italy, in 1992, and the Ph.D. degree in Eledtrical
Telecommunication Engineering from University of Padova,in 1995. He subsequently joined the
Transmission and Optical Technology Department of CSELT, Torino, Italy. From December 1996 to
January 2002, he was with Telit Mobile Terminals, Sgonico (@i$)atid then, up to May 2003, with

Microcell A/S, Copenaghen, Denmark. Until July 2006 he has been with the worldwide organization of
Infineon Technologies, as program manager. Since October 2006 he is an Associate Professor of
Telecommunication within th®epartment of Information Engineering of Padova University, Italy. His

research interests include signal theory, multicarrier modulation techniques, cellular networks, and
wireless sensors and actuators networks with special focus on Low Power WideeAneaks.
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Lorenzo Vangelista published several papers on the Internet of Things and Smart Cities, among which
GKS Y2ad LRLdz F N LI LISNI Ay L999 O9ELX2NB |d G(KS Y2Y
IEEE Internet of Things Journal, vol.d.,, Iy pp. 2232, Feb. 2014, by A. Zanella, N. Bui, A. Castellani, L.
Vangelista and M. Zorzi.

Lorenzo Vangelista is cauthor of a several of journal and conference papers orfR&o For the
publications of Lorenzo Vangelista please refer to the profile

https://scholar.google.it/citations?hl=it&user=A7QtWnMAAAAJ&view op=list works&sortby=pubdate

[ 2NByTl 2 +ly3aStiradlt Aa d(SIFOKAy3a (G4KS O02d2NES 2F £Ly
Padova University, Padova, Italy.

17


https://scholar.google.it/citations?hl=it&user=A7QtWnMAAAAJ&view_op=list_works&sortby=pubdate

www.ntms-conf.org

I’i www.facebook.com/ntms.conf
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